ZREE"TIERHMIRR "B
MRS - ENER

RRAERKATE 2023-02-24 10:09:12




T TERTUTIITE wvvveeseeeeeesssssssssssessssssssssssssssssssssssssssssssssssssssss s ass RS R
2 STRIEES, crovereeessssssssssessssssssss s RRRRR
3 ELI{ESES, oveeerreressssssssssssssssssssss bR
A FTHEYGIATT wvvvvessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss s AR

—
R 2 v



1 EHEER

FEHUXE AJEER(9.99)
IPiitIE 166.111.156.3
BMERER Linux 3.10 - 4.11
AFhRA V6.0R04F02SP02
YRR A V6.0R02F01.2909
AR ) 2023-02-20 16:58:13
FaLEERAY A 2023-02-20 17:31:02
BRI ERR SlmluTiE ]
e E v 2y ) 9.9
FHMBLITED 9.9
2 EiRER
2.1 EiREEsR
pVar 2t ]
im0 Y RS iR
© PHP B4R S L LiImR(CVE-2018-19396)
80 TCP htt O PHP %£iRiR(CVE-2019-9641)
P O PHPIZERHSHUTRIF(CVE-2022-31625)
© PHP £2iFiR(CVE-2015-9253)
2.2 [FiRiFE
IR R © PHP B8RS L 2FR(CVE-2018-19396)
ZimEAITERAEN , FERRXG.
PHPE—MFHRRIBAITEMANES. ZESETEATWebH R |, SIS HEURRE
YRR NIRRT,
PHP 5.xiRAZE7.1.24kR4A , fEext/standard/var_unserializer.cSX4FEL LRI,
WEE T FAZREIERERIRS ( KRR ) .
IBGCLE
PHP
fRRIME
BRI BMELAM T AR TLUESX M L2 |, BRI BmIER TE
https://bugs.php.net/bug.php?id=77177
RYEN B 7.5
febaiEt &
KIBHA 2018-11-22
CVEZRS CVE-2018-19396
NSFOCUS 41988
CNNVDZRS CNNVD-201811-620
CNCVEZRS CNCVE-201819396
CVSSi¥EsD 5.0



AR

FARfEIA

fRIRIDE

R E
ekt
RIMBHA
CVERS
CNNVDZRE
CNCVERS
CVSSiFEsD
CNVD#RE

AR

FARfEIA

fRIRIE

R E
ekt
RIMBHA
CVERS
CNNVDZRE
CNCVERS
CVSSiEsD

AR

FARfEIA

O PHP L£2iFR(CVE-2019-9641)

PHP ( PHP : Hypertext Preprocessor , PHP : 8N AF4MESE ) £PHPGroup#IFF
BUE Bt XAOHEREFIN—MFRNERITENHAES. ZESTERTWebH
K, SSIESEGRERIBMERS. EXIF component2EHH— N IR ENE TS
LA ERA A,

PHP 7.1.27ZRikRA. 7.2.162ZHif7.2. xkRAF07.3.3 2 BilY7.3 xhRAFAIEXIFH A
B9 ‘exif_process_IFD_in_TIFF REIFEL LR,

BT
PHP

BRI AE&km T AR TLMEEX M R2E# , B2 miIER FE
https://bugs.php.net/bug.php?id=77509

9.8

=
[}

2019-03-08
CVE-2019-9641
CNNVD-201903-313
CNCVE-20199641
7.5
CNVD-2019-24790

O PHPIZAE & SHUTIRIR(CVE-2022-31625)

PHPE—ERSSBimHITHHAIES.,

7£ PHP_FUNCTION eh4>ER7EHE FAIRY chart $E8E#5EM | IR A4 LIRER
, B2 ER_php_pgsql_free_params(&i , BTFEEIZEVIANL , SERTLAER
ZENEKAYE , SHUTERBHRIT.

SRR

5.3.0 <= PHP 5.x <= 5.6.40

7.0.1 <= PHP 7.x < 7.4.30

8.0.0 <= PHP 8.0.x < 8.0.20

8.1.0 <= PHP 8.1x < 8.1.7

IR
BRI AeRmARNTLUESRR , #N T IREGEE
https://www.php.net/

8.1

T

[}

2022-06-08
CVE-2022-31625
CNNVD-202206-932
CNCVE2022-31625
6.8

@ PHP Z&iRiR(CVE-2015-9253)

PHP ( PHP : Hypertext Preprocessor , PHP : 8N AF4bESE ) £PHP Group#Q

F RIS KRR —FHRINBRT ENMANES. ZESEEMT WebFF

K ISR R E RS,

%—g 7.22R2ZAIRRAFEFERERA. REEUTFRZRmEERCPURIRAIERE
2=,



INGEORE

BRI BmERMARMNTLMESRRE | #NTIRBGEE

PHP
22 3 —
http://php.net/
BB 6.5
J[EAE e &
AIMBAA 2018-02-19
CVERS CVE-2015-9253
CNNVDZRS CNNVD-201802-805
CNCVERS CNVE-20159253
CVSSiER 6.8
3 HElEE
3.1 =EiRAER
w0 Y
80 tcp
21 tcp
22 tcp
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FTP
WWW
Pure-FTPd
nginx
OpenSSH
nginx;PHP
Ajenti http control panel
220---------- Welcome to Pure-FTPd [privsep]
[TLS] ---------- 220-You are user number 1 of 50

allowed.220-Local time is now 17:08. Server
port: 21.220-This is a private system - No
anonymous login220-IPv6 connections are also
welcome on this server.220 You will be
disconnected after 15 minutes of inactivity.
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220-------—-- Welcome to Pure-FTPd [privsep]
[TLS] ---------- 220-You are user number 1 of 50

allowed.220-Local time is now 17:08. Server
port: 21.220-This is a private system - No
anonymous login220-IPv6 connections are also
welcome on this server.220 You will be
disconnected after 15 minutes of inactivity.
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5.6.40
SSH-2.0-OpenSSH_7.4
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Banner

OpenSSH/7.4

nginx

nginx

nginx;PHP/5.6.40

220---------- Welcome to Pure-FTPd [privsep]
[TLS] ---------- 220-You are user number 1 of 50
allowed.220-Local time is now 17:08. Server
port: 21.220-This is a private system - No
anonymous login220-IPv6 connections are also

welcome on this server.220 You will be
disconnected after 15 minutes of inactivity.
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